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Finding and correcting 

errors in Big Data

SPIN UTS
News from the Technology Transfer Program

“Linear interpolative coding” invention helps �nd 

and �x errors in garbled, missing, or repeated data

Even under the best of circumstances, it can be 
di�cult to �nd errors in data sets—especially when 
those data sets contain millions or billions of re-
cords. �e problem becomes worse when the errors 
are not overt, and even “look right.” (�ink of all 
the times, for example, when spell-check so�ware 
passes over words used incorrectly—such as their 
for there or principal for principle—because each of 
those items appears in the dictionary.)

An NSA researcher has developed a way to 
resolve this issue by estimating a data point’s cor-
rect value based on surrounding data. US Patent 
8,539,307 was recently granted for a “Device for 

and method of linear interpolative coding.” �is 
involves �nding a set of numbers that can be 
multiplied by the data points to the right and le� of 
the targeted sample. �e system can then use this 
contextual data to “interpolate” or infer the target’s 
true value. �is makes it easier to detect and correct 
garbled data, missing or deleted data, and added or 
repeated data. (For examples, see table 1.)

For this approach to work properly, the data can-
not be totally random—that is, they must contain 
natural “context” information that can be modeled 
in linear fashion. Data must also be statistically 
stationary or vary only slowly over time.

A recent NSA invention will improve the quality of large data sets by detecting and 
correcting errors even in a datum or value that lacks explicit error-correcting code. 
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For example, the sentence in table 1should read, 
“�ere are lots of possibilities.” �e kinds of errors 
that the invention could detect and correct are sum-
marized in table 1.

�e technique described in the patent has 
been used in real situations involving all the 
scenarios described in the table. �e invention 

TABLE 1. “Linear interpolative coding” error detection

Error Type Detected The Processing Problem Example

Garbled Data Datum is present, but its value is incorrect 
(e.g., transmission error due to noise in 
transmission channel).

“There ade lots of possibilities.”

Missing or Deleted Data Datum is supposed to be present, but is not 
(e.g., synchronization error between transmitter 
and receiver).

“There ae lots of possibilities.”

Added or Repeated Data Datum is present, but is not supposed to be 
(e.g., perceived synchronization error between 
transmitter and receiver).

“There arre lots of possibilities.”

would bene�t data acquisition and forwarding, 
as well as telecommunications equipment that 
interfaces between di�erent timing and commu-
nications systems. To arrange a demonstration, 
please contact the Technology Transfer Program at 
tech_transfer@nsa.gov or 1-866-680-4539. 

�e Next Wave is published to disseminate 

technical advancements and research activities in 
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Mentions of company names or commercial products 
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�is publication is available online at http://www.nsa.

gov/research/tnw/index.shtml. For more information, 

please contact us at TNW@tycho.ncsc.mil.
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